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Abstract: 

This study explored Estonian teachers’ perceptions and practices about student-teacher interaction on 
Facebook. Four focus group interviews with high-school teachers (n=21) revealed that educators are used to 

monitoring their students’ posts on Facebook and consider it their role to intervene whenever something 
inappropriate is posted. Teachers viewed such social media surveillance as a routine and harmless practice 

which does not violate students’ privacy. The participants of our study do not see any need for formal social 

media policies to regulate student-teacher interaction on social media, as they consider themselves perfectly 
capable of making ethical choices in this realm.  
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Introduction 

At the era of “public surveillance” (Nissenbaum, 2004) and due to the “context collapse” (Marwick & boyd, 
2010) in networked publics, students and teachers have suddenly gained access to each other’s information 

which previously was considered private.  

The aim of this article is to investigate Estonian high-school teachers’ experiences and opinions about teacher-
student interaction on Facebook. Although there has been a heated debate in the USA about whether it is 
ethical and legal for teachers to interact with their students on social networking sites (SNS) (Fulmer, 2010; 

Miller, 2011; Lehrer, 2011), the topic has gained much less attention in European context. For instance, in 

comparison to many school districts and states in the USA (e.g. Louisiana, Texas, etc.) which have passed 
policies and regulations designed to limit teacher-student interactions on social media (Lehrer, 2011), similar 

student-teacher communication bans are rare in the European context (German state bans…2013; Flynn, 2012). 
Furthermore, academic debate and analysis on the topic so far has either focused on university student-pro-

fessor relationships on SNS (e.g. Malesky & Peters, 2012; Karl & Peluchette, 2011), or on studying the views 
of pre-service teachers (e.g. Mikulec, 2012; Hart & Steinbrecher, 2011), whereas the opinions and experiences 

of practicing high-school teachers are still rarely explored (Asterhan et al., 2013; Williams, 2012).  

Our previous research (Murumaa & Siibak, 2012) has indicated that Estonian students often perceive their 
teachers on SNS as “nightmare readers” (Marwick and boyd, 2010), i.e members of the audience that the 
information disclosed on SNS is not originally meant for. So far, there has been no public discussion about 

teacher-student relationships on SNS in Estonia and to the knowledge of the authors no schools have developed 

any social media policies or guidelines for the teachers to regulate student-teacher interaction on the Internet. 
Considering the fact that overall Internet use amongst 11-18 year old Estonians is 99.9% (Kalmus et al., 2009) 

and majority of the teens (85%) have a profile on SNS (Livingstone et al., 2011), we believe additional 
knowledge is needed on the topic. Furthermore, as teachers are historically seen as mentors and role models 

for the youth (Miller, 2011), we think it is crucial to learn about teachers’ experiences and opinions on an issue 

which is often depicted as relatively problematic and ethically questionable.   

Considering the above and relying on Foulger et al.’s (2009: 18) claims that “studies of inservice teacher rea-
soning about teacher jurisdiction in student social networking behaviors would help to clarify “expert” perspec-

tives” and “studies of teacher attitudes toward various school-wide policies about social networking use would 

help illuminate the kinds of guidance that teachers find useful”, we set out to explore Estonian high-school 
teachers’ opinions and experiences about monitoring their students’ profiles; their opinions about the need to 

intervene in their students’ online content creation practices and their attitudes about the need for school-wide 
SNS polices.  

Theoretical Background 

 Teachers and students in social media 

As teachers play a unique role in shaping the minds of our youth educators are usually held to higher standard 
of professionalism and moral character. In fact, “uprightness of character” (Lumpkin, 2008: 46) is expected of 

them even during off-duty times (Foulger et al., 2009), the latter of which can nowadays often be spent on 

social media. As stated by Osman et al (2012) for teachers of today, “online identity is a significant part of their 
lives and abstinence from these forums is not a realistic option”. 

Previous studies indicate that there is no consensus among authors whether educators and students should be 
friends on Facebook or not (Acar, 2013). While many studies suggest that SNS provide an open and supportive 

environment for teacher-student interaction (Akiti, 2012), others (e.g. Kist, 2008) have drawn attention to 
negative aspects, that teachers may be afraid of objectionable student comments or blog posts and are there-

fore deciding against using such platforms. 
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Surely, electronic media has thoroughly blurred the boundaries between the public and the private (Meyrowitz, 

1985). According to Westin (1968) privacy is an individual’s right to decide when, how and how much infor-

mation about oneself is communicated to the others. However, in the mutual surveillance of social media, or 
the omnopticon, as Linaa Jensen (2010) has called it, all participants have different understanding of what is 

correct and incorrect, what is perceived to be normal and abnormal, private and public. As to a large extent, 
the internet lacks universally applicable laws or even shared norms and values (Albrechtslund, 2008).  

The young are often at the forefront of emerging Internet usage practices but at the same time “young people 
are assumed to be far too naïve to handle themselves in public without careful supervision and control” (Ma-

ranto & Barton, 2010), the same assumption goes for SNS. But what adults regard as risks and reprehensible 
behavior, the young may see as opportunities (Kalmus & Ólafsson, 2013) and as an accepted shift in social 

norms (Shih, 2011). 

Guidelines and policies about social media use in schools  

Schools in USA have incorporated many different aspects into their guidelines for social media use, ranging 
from strict “employees shall not “friend” current students on SNS such as Facebook and MySpace” and “will not 

respond to student-initiated attempts at conversation” (Dayton Public Schools...2014) to more general sugges-

tions like “each employee has a responsibility to understand the rules of the social media site being utilized” 
(NYC Department of...2013).  

Most policies and guidelines emphasize similar recurring aspects, like separation of personal and professional 

identities. For example, NYC Department of Education’s Social Media Guidelines (2013) separate professional 

school-based social media use (e.g. teachers establishing blogs or pages for students) and personal use. Social 
media is mostly seen as a professional workplace and extension of a classroom, where the same rules of 

conduct apply. For instance, contact with students is preferred to take place in groups and spaces designed for 
learning, not via personal profiles (teachers “friending” students is often prohibited, or at least frowned upon). 

The guidelines (e.g. Guidelines for Policy...2010) also emphasize the need to protect students’ rights. For ex-
ample, not only are teachers warned against posting information, visual materials in particular in online envi-

ronments, but also parental consent is needed before disclosing information about one’s students in an online 

setting. Some schools are also paying attention to students’ right for informational privacy (Craig & Ludloff, 
2011), which include “respecting students' personal social media presences” and avoiding “online ‘sting’ oper-

ations” (Larson, 2013).  

Methodology 

Four focus group interviews with Estonian teachers (n= 21) from different high-schools were carried out in 
spring 2013 (from March to June) to analyse their perceptions, encounters, and experiences in relation to 

privacy and publicity in the digital area. By stimulating group dynamics we hoped to identify the opinions our 

participants shared (Patton, 2002) and create a situation similar to real life interaction.  

All of the teachers belonging to our strategic sample had to have a Facebook account and needed to teach in 
high school. We also aimed to have at least one class teacher120 in every focus group, because they tend to 

have a closer relationship with their students. Our final sample comprised of 3 men and 18 women who taught 

different subjects in their respective schools and were in between the ages of 23-51. Most of the participants 
had used SNS also prior to using Facebook.  

                                                

120 A teacher who is responsible for a class of pupils for several years (e.g. three years in high-school). Class teachers mediate adminis-
trative information, organize events and field trips, evaluate students’ personal development and communicate with parents and guardi-
ans.  
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An hour to two-hour-long interviews were conducted by two interviewers in schools where the teachers work 
so as to help participants settle into discussions more rapidly and provide an easily accessible and suitable 

environment. In the first phase of the focus groups, the participants were asked more general questions about 
their overall social media usage practices, preferences and the meaning of privacy. Then the discussion moved 

to the differences in students’ and teachers’ perceptions about private and public information. In the final phase 
of the interviews the relationships of teachers and students on Facebook were looked at more closely and the 

participants discussed the principles of such communication, netiquette, ideals and common practices. In the 
context of the article at hand we will concentrate on the latter two topics.  

As we already had some previous knowledge on the topic (Murumaa & Siibak, 2012) before starting the study, 
theoretical and selective coding (Lonkila, 2004) was used for analysing the data gathered. In order to ensure 

reliability three different researchers analysed the material. After close readings and initial open coding which 

helped us to structure different codes into more logical systems, we used axial coding so as to focus and work 
on the codes gathered from one specific category. In other words, step-by-step we were moving to more and 

more abstract level of analysis.  

Results and Discussion 

Monitoring students’ online content creation  

The findings of our study suggest that teachers are to a large extent what Marwick and boyd (2010) called 
“nightmare readers”– people who are not the imagined audience of the students’ posts but nevertheless keep 
an eye on their online content creation. Hence, in contrast to the young who believe that social media and SNS 

in particular, is “”their” space, visible to the peer group more than to adult surveillance” (Livingstone, 2008: 

396), various adults e.g. teachers are actually monitoring the practices of the young in online settings.   

F5: holy heavens, they can’t imagine that all of their questions and answers are visible there [on 
ask.fm]. I haven’t told them that I see that, cunningly.  

In comparison to a district in Glendale, California, where a tech firm was hired to monitor students’ posts 
(Martinez, 2013), our focus groups revealed that teachers themselves had taken up the task. Furthermore, as 

high standards were part of the participating teachers’ self-image many of them talked about occasions when 
they had taken up a role of a controller who is ready to take action in case of noticing something inappropriate.  

F7: And I have warned them, when I know that there is a birthday coming up or something, then I say 
that I do not want to see any photos with alcohol bottles on Facebook afterwards /---/ and sometimes 
when they are absent a lot, I sometimes go to check and they have pictures of parties up and... (general 
laughter) 

In general, the teachers in our sample had noticed four main content related problems when monitoring stu-
dents’ Facebook posts. First of all, the teachers believed and had noticed that young people often tend to post 

too revealing images on Facebook i.e. they post photos that reveal something about the student’s romantic 
relationship or literally reveal their bodies. Furthermore, teachers also believed the students to over-expose 

their emotions e.g. by proclaiming their love to someone several times a day on social media; and to make 

posts which could be considered either harmful i.e. malicious gossip and cyberbullying or illegal e.g. exposing 
the use of drugs or alcohol. In contrast to the student posts which could be considered bullying or which 

threaten public safety (e.g. school shootings) and are argued not to be “detected or solved without adult 
presence within [italics in the original] the medium” (Asterhan et al., 2013), teachers in our sample also talked 

about the need to intervene in situations like the one below, where a moral dilemma and controversial paths 

of actions exist. 
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F18: I have seen a herd of half-naked girls in the shower, students shared their pictures. Really, we 
made a big deal about it and they didn’t see what the problem was. That it was their personal affair. 

The abovementioned example illustrates nicely that “our thinking about privacy in technological interactions is 
complicated” (Foulger et al., 2009) and that privacy means different things to different people. In comparison 
to a teacher who does not question the school’s need to intervene, students themselves considered the situation 

to be a private matter and any outside intervention thus unnecessary. Nevertheless, our findings reveal that 

similar to the participants in Williams’ (2012) study, the teachers that we interviewed also felt a heightened 
need to teach digital etiquette to the students. Their educational practices however, might be questionable at 

times.  

For instance, although the teachers in our sample expressed the understanding that it is not suitable to talk 

about real problems they have witnessed on Facebook publicly in classroom settings, an extract from below 
suggests that some of them had still made use of specific cases they had witnessed on Facebook so as to 

trigger in-class discussions.   

F4: polite and nice girl in my last class, I don’t remember which teacher I googled and then her blog 
came up. And I talked about it in class, of course without naming names and the girl told me afterwards 
that she wishes she had known it, she will never do that again.  

As the example below demonstrates how the focus groups also revealed that teachers have used specific cases 
to give their students a lesson about privacy, everlasting memory of the Internet, and other possible problems; 

their strategies were sometimes questionable.  

F5: a girl was sleeping in class, you know? Someone took a photo, put it up. On Facebook. I downloaded 
the photo and then wrote that I think you should take it down, it’s not nice. They apologized and took 
it down and then I said that I can put it up myself now. 

It appears that although the teachers have the best interest of their students at heart, they tend not to think 
their actions through from the teens’ perspective. By publicly humiliating and embarrassing students, teachers’ 
educational purposes may not turn out to be as effective as they have hoped for.  

Separating public and private 

In light of recent surveillance society discussions, the teachers in our sample sometimes noted with a smirk 
that “big brother” is watching us all anyway, so they considered the problematization of privacy to be  somewhat 
a pseudo-topic. In fact, many Estonian teachers interviewed for this study said that privacy issues are “in 

fashion” and there is almost an over the top moral panic around this subject, especially when talking about 

students’ privacy: 

F8: I feel that our generation doesn’t demand privacy so horribly, I feel like it’s a trend topic, not a 
deeper thought and maybe the young are going along with fashionable trends and thus are after this 
privacy, too. 

As the example above demonstrates opinions about privacy and publicity were often explained by generational 
differences in values and norms. In fact, participating teachers emphasized constantly that they view Facebook 
and other social media platforms to be public, and compared communication on social networking sites to 

writing an open letter or to giving a speech in a public park and compared private space to the contents of a 

handbag or a diary. The latter is probably also a reason why participating teachers seemed to have a hard time 
adjusting to the fact that young people’s Facebook posts may often touch upon topics of emotions e.g. romantic 

emotions, grief, etc. that have mainly seen as private by previous generations.   
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F7: when x died then I looked at x’s Facebook page and there were all these comments...I wouldn’t 
have dared to write there /---/ or when that girl got killed there. They, how will I put it, share this 
information very naturally, like it is a normal thing to comment and offer condolences like that.  

Our findings indicate that teachers in our sample tended to characterize themselves as members of previous 
generations who still remember a world where there was luxury of controlling the spread of information about 

oneself (Abril, 2007) and contrasted their own views to the ones of the present day young people. The young, 

however, were believed to have accepted a world of collapsed contexts (Marwick & boyd, 2010) where infor-
mation flows freely. Anecdotally, in one case, a participating teacher expressed an opinion that schools should 

hire hackers, so that “teachers can access these communities the students have”. This is a serious discord in 
opinions, as most students “value privacy, seek privacy from both strangers and known others online, and use 

a variety of strategies to protect their privacy online” (Davis & James, 2012). 

Teachers’ attitude about the need for social media regulations  

In comparison to the findings of Williams (2012) whose study participants claimed that there is a need for 
revised polices about the matter, all the participants in our study stated that their schools do not have specific 

guidelines for student-teacher interaction on social media (only general rules of conduct), nor are such guide-

lines necessary. In fact, teachers in our sample were certain that they have the knowledge and skills to handle 
problems that might rise and valued (creative) freedom of not being the subject of strict rules. Such a strong 

and negative stance towards rules and regulations that was shared by our participants is generally different 
from the attitude in the USA where some school boards have gone even so far as to prohibit parents who are 

teachers from "friending" their own children who happen to be students (Akiti, 2012). Teachers in our sample 
believed that instead of strict rules and guidelines one simply needs to be a “thinking rational person” whose 

previous encounters in social media should offer enough knowledge and skills even so as to interact with 

students in an adequate manner. In fact, the teachers in our sample believed all teachers to be intelligent 
enough not to need any formal rules of the kind.  

F14: everybody here are intelligent people and we can communicate, we do not need any training in 
that. /---/ And there are so many norms in life, here we have intelligent teachers working in school and 
I think that we do not need official regulations on how they [teachers and students] communicate on 
Facebook. 

In addition to the feeling of professional pride that was expressed through abovementioned remarks, such 
comments reveal that the participants in our study internalized the image of a teacher as a moral compass of 

the society. In other words, the descriptions of our interviewees depicted a teacher to be almost as an ideal 
citizen who makes no mistakes and is a role model to others. Such a stance indicates that our participants 

either looked past the fact that there have been cases where teachers have posted inappropriate comments 
and images or had indecent interactions with their students online (e.g. Akiti, 2012), or they were simply 

unaware of such cases. Considering that there has not been any news articles about inappropriate student-

teacher interactions in Estonian media, it could very well be that our participants might have not even heard 
about international cases of the kind (e.g. Heussner & Fahmy, 2010).    

Conclusion 

Society seems sometimes frightened of teachers having genuine relationships with students, including sharing 

personal aspects of their lives (Kist, 2008) as teachers are expected to behave like Educators twenty-four hours 
a day, seven days a week. In some parts of the world, teachers have fought for the right to use social media 

and evoke their right to free speech (Akiti, 2012) because educators have lives outside of school. In addition, 
teachers can present themselves through Facebook as individuals who function outside of the classroom in 

social situations and so have positive influence on students’ motivation and participation (Mazer et al., 2009).  



IRIE 
International Review of Information Ethics Vol. 21 (07/2014) 

Maria Murumaa-Mengel, Andra Siibak: 
Teachers as nightmare readers: Estonian high-school teachers’ experiences and opinions about student-teacher 
interaction on Facebook 42 

At the same time, researched teachers’ experiences and opinions about teacher-student interaction on Face-

book suggest that educators often live up to the students’ perception of them, the “nightmare readers” (Marwick 

and boyd, 2010; Murumaa & Siibak, 2012), lurking and monitoring pupils on SNS or even actively intervening 
in students’ online content creation. In many occasions the participants of this study expressed the need to 

educate their students about possible risks associated with social media, taking on the expected role of teachers 
as mentors (Miller, 2011; Lumpkin, 2008). Although teachers’ aim was clearly to prevent harm and so to say 

to “save the students from themselves”, both their opinions and experiences revealed that they rarely had any 
ethical or moral dilemmas about their practices.  

This raises serious questions about the fundamental informational privacy rights (Craig & Ludloff, 2011) of 
students. Mutual online surveillance seems to be the new norm but at the same time, people have to learn how 

to look away at certain moments and to respect privacy boundaries set by other people, even if they differ from 

one’s own. Too often, teachers interpret online privacy rather black-and-white, disregarding the subtle nuances 
of contemporary online privacy. 

Furthermore, according to the teachers in our sample students’ privacy is more like a “pseudo-topic” than 

anything teachers should really be concerned about. Furthermore, they believed privacy to be a topic which 

every teacher already has knowledge about and thus they did not see any need for policies or guidelines to 
regulate their interactions with students in social media. However, as numerous problematic cases from differ-

ent countries demonstrate, still more has to be done so as to increase teachers’ awareness about informational 
privacy and online ethics.  
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